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NotPetya

NotPetya Usheredin aNew
Era of Malware

EternalBlue and NotPetya through the eyes of influence.
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Big Companies Thought
Insurance Covered a Cyberattack.

They May Be Wrong.
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The Untold Story of NotPetya, the Most Devastating Cyberattack in History

Crippled ports. Paralyzed corporations. Frozen government agencies. How a single piece of code crashed the world.



Software Supply Chain
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Supply chain verification with in-toto




Layout

@

{

"_type": "layout",
"expires":"2017-08-31T12:44:152Z",
"keys": {

"0c6c50": { ... }

"signatures™: [...],
"steps": [{
" type": "step”,
"name": "checkout-code",

"expected_command": ["git", "clone", "..."],

"expected_materials": [],
"expected_products": [

['CREATE", "demo-project/foo.py"], ...],
"pubkeys": ["0c6c50..."],
"threshold": 1
bl

"inspections": [...]
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Links
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"_type": "Link",
"name": "code",

"stdout": "},
"command": [...],
"materials": {},
"products”: {

"foo": {"sha256": "..."}},

"return_value": 0,
"signatures: [...]

}

"byproducts": {"stderr": "",

(@

"_type": "Link",

"name": "build",

"byproducts”: {"stderr": "",
"stdout": ""},

"command": [...],
"materials": {...},
"products": {

"foo": {"sha256": "..."}},
"return_value": 0,
"signatures": [...]

}

(@

"_type": "Link",

"name": "build",

"byproducts": {"stderr": "",
"stdout":
"command": [...],
"materials": {},
"products": {

"foo": {"sha256": "
"return_value": 0,
"signatures": [...]

(@

"_type": "Link",
"name": "build",
"byproducts": {"stderr": ",
"stdout": "},
"command": [...],
"materials": {},
"products": {
"in-toto/.gittHEAD":
{"sha256": "..."}},
_ 10,
"signatures": [...]




Verification
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Noteworthy aspects

« Compromise resilience
 Tool agnostic

» Sub layouts



In-toto integrations
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Debian in-toto integration
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| et's be careful out there!
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